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Title  Understand the legal knowledge related to online transaction security  
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Range  This unit of competency involves the ability to assess and understand legal provisions. 
Practitioners should be able to master the application scope of online transactions and the legal 
knowledge related to online transaction security, so as to ensure that the company's online 
transactions can meet the legal requirements of the operating country or region.  

Level  4  

Credit  3 （For Reference Only）  

Competency  Performance Requirements  

 
1. Master the legal knowledge related to online transaction security 

 Understand the statutory requirements related to online transactions and digital 
signatures 

o Mode of transaction 
 Online payment and online delivery 
 Online payment and offline delivery 
 Offline payment and offline delivery 

o Statutory requirements for digital signatures 
 Legal requirements for digital signatures and electronic authentication 
 Legal status of digital signature security certification bodies 
 Legal effect of digital signatures 

 Understand Hong Kong, Mainland and international laws on online transaction security 
2. Apply legal knowledge related to online transaction security 

 Master the knowledge of the legal relationship of participants in online transactions 
o Understand the rights and obligations of buyers and sellers in e-commerce 

transactions, as well as their legal relationships 
o Understand the obligations and responsibilities of both parties in the event of a 

breach, and the remedies available to them 
o Understand the legal status of Internet trading centres 

 Master relevant laws on the protection of intellectual property rights, including:  
o Copyrights 
o Patent rights 
o Trademark rights 
o Domain name protection 

3. Demonstrate professional skills and attitude 

 Regularly assess online transactions to ensure that the company and customers do not 
violate the laws of relevant countries or regions 

Assessment 
Criteria  

The integrated outcome requirement(s) of this unit of competency is/are: 

 Master the legal knowledge related to online transaction security; and 
 Regularly assess online transactions to ensure that the company and customers do not 

violate the laws of relevant countries or regions 
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