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Unit of Competencies 
 
1. Title Develop, propose and promulgate an enterprise’s information security policies 

 
2. Code ITSWIS611A 

 
3. Range Develop, propose and promulgate an enterprise’s information security policies 

for the support of its business missions 
[Information Security – Information Security Management] 

4. Level 6 
 

5. Credit 4 
 
 Performance Requirement 
6.1 Understand the 

principles of information 
security policies 

 

Be able to 
 understand and evaluate the principles of 

information security policies that can be 
used to support the enterprise’s business 
and operations 

 understand the local and international laws 
and regulatory relating to information 
security 

 
6.2 Understand the 

stakeholders and their 
concerns 

 

Be able to identify the stakeholders and 
understand their concerns on information 
security  
 

6.3 Develop and propose 
the information security 
policies 

Be able to  
 study the information security policies 

implemented elsewhere and lessons learnt 
 understand the important elements that need 

to be addressed in the information security 
policy after taking into consideration of the 
business requirements of the enterprise; 
local and international laws; and, regulatory 
requirements  

 define the scope, policy and its enforcement 
process that suitable for the enterprise 

 explain the policies to senior management 
and their approval  

 

6. Competency 

6.4 Promulgate the 
information security 
policies 

 

Be able to  
 develop an implementation plan of the 

policies 
 disseminate the policies to the relevant 

action parties 
 communicate and explain the 

advantages/disadvantages of the policies 
and their compliance issues 

 assist users to implement the policies 
 

7. Assessment 
Criteria 

The integrated outcome requirements of this UoCs are the abilities to develop, 
propose and promulgate an enterprise’s information security policies adopted by 
the enterprise for the support of its business missions. 
 

Remark  
 


