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Unit of Competencies 
 
1. Title Integrate information security programme requirements into an enterprise’s life 

cycle activities 
2. Code ITSWIS607A 
3. Range Integrate information security programme requirements into an enterprise’s life 

cycle activities to construct proactive measures in information security 
programme 
[Information Security – Information Security Programme Management] 

4. Level 6 
5. Credit 4 

 Performance Requirement 
6.1 Understand various 

life cycle activities of 
an enterprise 

Be able to assess the information security risks in 
enterprise’s life cycle activities 
 

6. Competency 

6.2 Integrate information 
security program 
requirements into the 
enterprise’s life cycle 
activities in a 
professional manner 

Be able to plan, design, develop and implement 
information security program requirements into an 
enterprise’s life cycle activities as well as business 
processes based on the enterprise’s security 
policies and procedures, relevant laws and 
regulatory requirements 
 

7. Assessment 
Criteria 

The integrated outcome requirement of this UoCs is to integrate information 
security requirements into the enterprise’s life cycle activities and business 
processes. 
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