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Unit of Competencies

1. Title Manage computer forensics evidence

2. Code ITSWIS516A

3. Range Manage computer forensics evidence appropriate to legal proceedings for an
organization
[Information Security — Forensics]

4. Level 5

5. Credit 3

6. Competency

6.1 Understand how to
collect computer
forensics evidence

6.2 Define computer
forensics evidence
collection plans

6.3 Maintain the chain of
custody of the
evidence

6.4 Preserve the
evidence

6.5 Make appropriate
reference to the
related professional
standards

Performance Requirement
Be able to know where and how to collect evidence
from the scene of crime

Be able to define an appropriate evidence
collection plan for a computer forensics incident

Be able to

= properly maintain the chain of custody

= demonstrate to relevant persons that the
evidence is properly maintained

Be able to properly preserve the integrity of
evidence regardless of both intentional or
unintentional acts

Be able to manage evidence in a professional
manner according to related laws and regulations

7. Assessment
Criteria

The integrated outcome UoCs requirements of this UoCs are to manage
computer forensics evidence properly and professionally.
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