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Software Products and Software Services (SW) branch
Unit of Competencies

1. Title Provide advice on computer forensics

2. Code ITSWIS515A

3. Range Provide advice on computer forensics to legal personnel as well as
management personnel
[Information Security — Forensics]

4. Level 5

5. Credit 3

6. Competency

6.1 Understand local and

relevant international
laws related to ICT, in
particular data
privacy and computer
crime

6.2 Provide advice on

legal matters
related to computer
forensic evidence
collection and
investigation

6.3 Make appropriate

reference to
professional
standards and
ethics

Performance Requirement

Be able to provide advice on legal matters related

to computer forensic such as

= whether an act commits a computer crime

= the proactive ways to investigate a computer
crime and collect relevant evidence

Be able to provide advice on handling computer
incidents properly and in compliance with related
laws and regulations

Be able to provide professional advice on legal
matters related to computer forensics

7. Assessment
Criteria

The integrated outcome UoCs requirements of this UoCs are to provide
professional advice on legal matters related to computer forensics, including
incident investigation and evidence collection.

Remark




