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Unit of Competencies 
 
1. Title Develop and implement information security awareness programme 

 
2. Code ITSWIS509A 

 
3. Range Develop and implement information security awareness programme to maintain 

an information security culture in an organization 
[Information Security – Information Security Management] 

4. Level 5 
 

5. Credit 2 
 
 Performance Requirement 
6.1 Understand the 

importance of 
raising the staff's 
awareness on 
enterprise's 
information security 
(IS)  

 

Be able to make employees understand and 
appreciate not only the value of the company's 
information assets but also the consequences if 
these assets are compromised 

6.2 Develop and 
implement 
information security 
awareness 
programme to 
maintain an 
information security 
culture 

Be able to plan, organize and launch information 
security awareness programme including defining 
the objectives, target group and activities in each 
programme; developing the communication plan; 
and measuring the success of an implemented 
programme 

6. Competency 

6.3 Ensure the 
development and 
delivery of the 
activities that can 
influence culture 
and behaviour of 
staff, including 
information security 
education and 
awareness  

 

Be able to contribute to the development of an 
information security culture in organization by 
encouraging employees to act responsibly and thus 
operate more securely 

7. Assessment 
Criteria 

The integrated outcome requirements of this UoCs are the abilities to develop 
and implement an information awareness programme to sustain information 
security culture in an organization. 
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