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Unit of Competencies

1. Title Develop methods to satisfy information security policy requirements

2. Code ITSWIS505A

3. Range Develop methods that satisfying information security policy requirements and
recognising impact on end users
[Information Security — Information Security Programme Management]

4. Level 5

5. Credit 4

6. Competency

6.1 Understand various
components of an
information security
governance
framework

6.2 Understand the
impact of information
security technologies

6.3 Understand security
procedures and
guidelines

6.4 Develop methods to
satisfy information
security policy
requirements in a
professional manner

Performance Requirement

Be able to assess the impact of information security
governance framework for integrating security
principles, practices, management and awareness
into all aspects and all levels of the enterprise

Be able to review and assess information security
technologies so as to enable management to select
appropriate control that may affect end-users (i.e.
staff, customers and services providers)

Be able to assess the impact of security procedures
and guidelines to business processes and
infrastructure activities that may affect end-users
Be able to develop methods to satisfy information
security policy requirements that recognise impact
on end users in compliance with organization’s
policies and guidelines as well as any (local and
international) laws and regulatory requirements,
where applicable

7. Assessment
Criteria

The integrated outcome requirement of this UoCs is to develop effective
methods, acceptable to senior management, to satisfy information security
policy requirements that recognise impact on end users.
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