Information and Communications Technology Industry Training Advisory Committee
Software Products and Software Services (SW) branch
Unit of Competencies

1. Title Conduct drills according to response and recovery plans

2. Code ITSWIS406A

3. Range Conduct periodic testings of the response and recovery plans, where
appropriate, so as to minimize the impacts of any real security incidents on the
organisation
[Information Security - Response Management]

4, Level 4

5. Credit 2

6. Competency

6.1 Understand disaster
recovery testing for
infrastructure and
critical business
applications

6.2 Conduct periodic
testing of the
response and
recovery plans

6.3 Conduct periodic
testing of the
response and
recovery plans in a
professional manner

Performance Requirement
Be able to explain the importance of performing
regular testings of the response and recovery plans

Be able to conduct periodic testings of the
response and recovery plans, where appropriate,
S0 as to minimize the impacts on the organisation
when real security incidents occur

Be able to conduct periodic testings of the
response and recovery plans in accordance with
the organisation’s policies and procedures, as well
as any (local and international) laws and regulatory
requirements, where applicable

7. Assessment
Criteria

The integrated outcome requirements of this UoCs are the abilities to:

(i) conduct periodic testings of the response and recovery plans, where
appropriate, so as to minimize the impacts of any real security incidents
should they occur in the organisation; and

(i) conduct regular testings of the response and recovery plans according to
the organisation’s policies, laws and regulatory requirements, where

applicable.

Remark
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