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Information and Communications Technology Industry Training Advisory Committee 
Software Products and Software Services (SW) branch 

Unit of Competencies 
 
1. Title Maintain plans to implement information security governance framework 
2. Code ITSWIS403A   
3. Range Realize that the ISG (Information Security Governance) framework covers 

information security baselines, procedures and guidelines for medicating 
security risks and IT infrastructure activities 
[Information Security – Information Security Programme Management] 

4. Level 4 
5. Credit 3 

 Performance Requirement 
6.1 Know the various 

components of 
information security 
governance 
framework 

 

Be able to interpret and describe the information 
security governance framework. 

6.2 Maintain plans to 
implement the 
information security 
governance 
framework 

Be able to 
 maintain information security baseline(s) 
 maintain procedures and guidelines to ensure 

business processes address information 
security risk  

 maintain procedures and guidelines for IT 
infrastructure activities to ensure compliance 
with information security policies 

 

6. Competency 

6.3 Maintain metrics to 
manage the 
information security 
governance 
framework 

 

Be able to maintain measurable standards of 
information security governance in reference to 
other similar organisation and industry norms. 

7. Assessment 
Criteria 

The integrated requirements of this UoCs are the abilities to maintain plans to 
implement the ISG framework for consistent results and accountability. 
 

Remark  

 


