Specification of Competency Standards

for the Information and Communications Technology Industry

Unit of Competency

1. Title Review key controls metrics regularly to fulfil the security standard

2. Code 111166L6

3. Range This UoC involves reviewing key controls metrics to ensure the
cybersecurity governance framework stay up to date with current
industry practice

4, Level 6

5. Credit 3 (for reference only)

6. Competency

Performance Requirements

6.1 Understand the organisation’s security standard, the best practices

and industry standards of information security

® understand the security standard

® identify benchmark for assessing the key controls metrics

® be aware of the right cybersecurity practice and industry standards
for the organisation

6.2 Review key controls metrics to maintain security standards

® review key control metrics against industry benchmarks

® criticise and identify deficiency of current key controls metrics

® suggest changes to key controls metrics or adaptation of industry
best practice to ensure security standards are withheld.

® ensure that the review is done at least periodically and also on
need basis

6.3 Exhibit professionalism

® comply with the organisation’s guidelines and procedures as well
as any (local and international) laws and regulatory requirements,
if applicable

7. Assessment
Criteria

The integrated outcome requirements of this UoC are the abilities to :
® review key controls metrics against industry benchmarks and
criticise or identify deficiency of current key controls metrics

® make suggestions to ensure the key controls metrics could
withhold security standards and stay updated with industry
development.

8. Remark




