Specification of Competency Standards

for the Information & Communications Technology Industry

Unit of Competency

1. Title Implement changes to procedures and controls designed to enhance
the security standard

2. Code 111187L5

3. Range Update the procedures and controls to improve the organisation’s
security standard

4. Level 5

5. Credit 3 (for reference only)

6. Competency

Performance Requirements

6.1 Understand the current procedures and controls of organisation’s
security standard and policy

® |dentify all procedures and controls that are cybersecurity related
® Explain all cybersecurity related procedures and controls

6.2 Implement changes to procedures and controls
® Understand the needs of the changes and what they intended to

address

® |dentify and update procedures and controls that required to be
changed

® Ensure associated personnel are notified and aware of the
changes

6.3 Implement changes to the procedures and controls in a professional

manner

® Ensure the changes does not compromise the organisation’s
interest and security policy

® Comply with the organisation’s guidelines and any (local and
international) laws and regulatory requirements, if applicable

7. Assessment
Criteria

The integrated outcome requirements of this UoC are the abilities to :

® |dentify and update procedures and controls that required to be
changed

®  Ensure associated personnel are notified and aware of the
changes

®  Ensure the changes does not compromise the organisation’ s
interest and security policy

8. Remark




